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CITIZENS’ HEALTH INFORMATION PRIVACY             
CONCERNS: A MULTIFACETED APPROACH 
Research in Progress 
 
Kenny, Grace, Dublin City University, Dublin, Ireland, grace.kenny2@mail.dcu.ie 
Connolly, Regina, Dublin City University, Dublin, Ireland, regina.connolly@dcu.ie  
Abstract  
The increasing prevalence of ICTs in healthcare is transforming the health services received by pa-
tients. This transformation is in part facilitated by healthcare providers’ utilization of eHealth tech-
nologies, which provide physicians with access to the health data required to treat patients. The recent 
emergence of mobile health (mHealth) technologies such as mHealth applications and personal health 
records (PHRs) enable citizens to play a role in this transformation by presenting them with the op-
portunity to manage their own health. The success of both eHealth and mHealth technologies is con-
tingent on acceptance and adoption by both physicians and citizens. However in order to ensure suc-
cess, the factors driving or inhibiting acceptance and adoption of these technologies must be under-
stood. In the existing literature, factors driving citizen acceptance of health ICTs are under-examined. 
This paper focuses on citizens’ health information privacy concerns (HIPC), which are regularly cited 
as a barrier to health ICT implementation. The paper presents a framework to investigate the influ-
ence of citizens’ HIPC on their acceptance and adoption of health ICTs. An upcoming study which 
tests this framework and the hypotheses presented in the paper is also outlined. 
 
Keywords: eHealth, mHealth, citizens’ health information privacy concerns, HIPC. 
1 Introduction 
The increasing prevalence of ICTs can have transformative impacts on many industries, including 
healthcare where ICTs can deliver citizen centric healthcare and foster a dyadic, information symmet-
ric, physician-patient relationship (European Commission, 2012). The shift towards citizen centric 
care is partly facilitated by electronic health (eHealth) technologies such as electronic health records 
(eHRs), which are utilized by health professionals to store, update, and share patient health data 
(Angst and Agarwal, 2009). Individuals are further empowered by mobile health (mHealth) technolo-
gies such as personal health records (PHRs) and mobile health (mHealth) applications, which can be 
utilized by citizens to self-manage chronic illnesses or monitor their general health and fitness (Eng 
and Lee, 2013). The implementation of eHR systems remain slow in many countries, including Ireland 
despite plans to introduce a national eHR (Department of Health, 2013). The European Commission’s 
eHealth Action Plan highlights the lack of awareness and confidence in these technologies among 
health professionals and citizens as a barrier to growth (European Commission, 2012). Additionally, 
the eHealth strategy for Ireland refers to privacy as a fundamental driver of eHealth success or failure 
(Department of Health, 2013). It has been asserted that the biggest barrier to successful eHR adoption 
is achieving citizen acceptance, with information privacy representing citizens’ biggest concern 
(Chhanabhai & Holt 2007). While numerous studies have investigated the factors driving health pro-
fessionals’ acceptance of eHRs (e.g. Venkatesh, Sykes, & Zhang, 2011; Walter and Lopez, 2008; 
Hsieh, 2014; Maillet et al., 2014), citizen acceptance has received little exploration. This is unsurpris-
ing as eHRs are predominately used by health professionals. However, the information stored in eHRs 
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pertains to citizens’ health and many eHR systems facilitate citizen access to their health record 
online. Therefore, it is argued that citizens’ acceptance of eHRs is important to their success and the 
relationship between citizens’ HIPC and this acceptance warrants examination. 
Due to the rise in chronic illnesses and the increasing popularity of health monitoring among healthy 
individuals, mHealth technologies are relevant to large masses of individuals (Fox and Duggan, 2012; 
2013). The mHealth technologies of interest in this paper include; PHRs and mHealth applications. 
PHRs are similar to eHRs in that they allow citizens to maintain a personal digitised record of their 
health information. In 2010, it was estimated that approximately 7% of adults in the US used PHRs 
(Ackerman, 2010). Categories of mHealth applications range from diet and exercise applications to 
pregnancy symptom applications. In 2012, it was found that 19% of American adults used at least one 
mHealth application (Fox and Duggan, 2012). There are no such statistics available for the use of 
PHRs and mHealth applications in Europe. However, it has been estimated that over 500 million peo-
ple worldwide will use a mHealth application in 2015 (Privacy Rights Clearinghouse, 2013). Research 
on citizens’ HIPC regarding mHealth technologies is also limited. A recent study found that individu-
als’ privacy concerns significantly reduced their intention to adopt PHRs (Li et al. 2014). This study 
supports the link between citizens’ HIPC and their personal adoption of mHealth technologies. There 
are no known studies exploring citizens’ HIPC regarding mHealth applications. However, HIPC has 
been repeatedly cited as a potential barrier to the growth of mHealth applications (Connelly et al. 
2006; Järvinen, 2009; Mosa et al. 2012; Whittaker, 2012).  This paper focuses on understanding citi-
zens’ HIPC and whether these concerns influence both their acceptance of eHRs - a technology intro-
duced by health professionals, and their personal adoption of mHealth technologies. Based on a review 
of the existing information privacy literature, a framework for examining citizens’ HIPC is presented. 
2 Literature review 
2.1 Information Privacy 
In recent decades, there has been an explosion of information privacy research across disciplines such 
as Economics, Psychology, and Management Information Systems (MIS). Despite the myriad of stud-
ies, information privacy is still examined from a different lens in each discipline. For example, in Law 
privacy was historically defined by Warren and Brandeis (1890) as a balance between one’s right to be 
let alone and the information needs of society. Within Psychology, privacy is defined as controlling 
access to information about oneself (Westin, 1967). Drawing from the understandings of these disci-
plines, information privacy is defined in MIS as an individual’s desire to have greater control over the 
collection and dissemination of their information (Bélanger and Crossler, 2011). Unlike Westin’s defi-
nition, this definition does not imply that individuals have control over the information they disclose, 
but that they desire greater control. In this paper, information privacy is described as citizens’ desire to 
be afforded greater control over the collection and dissemination of their personal health information. 
2.2 Examining Information Privacy 
The disparities in information privacy research extend beyond definitions to approaches used to inves-
tigate the construct. Despite the plethora of existing studies, calls to exercise comprehensive, multi-
disciplinary approaches when examining information privacy remain largely unanswered (Phelps, 
Nowak and Farrell, 2000; Smith et al. 2011). It can be argued that it may not be possible to develop an 
all-encompassing, repeatable framework for investigating information privacy across every context.  
Nonetheless, the information privacy literature would benefit from studies that whilst considering the 
context-specific factors that could potentially be influential, simultaneously follow a comprehensive 
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approach. Upon conducting an interdisciplinary review of the information privacy literature, Smith et 
al. (2011) called for future information privacy studies to adopt a comprehensive approach. They pre-
sented the Antecedents → Privacy Concerns → Outcome macro model (APCO) as a broad guide for 
future studies. Under APCO, information privacy is examined by exploring the drivers of concern, the 
dimensions of privacy concern and the outcome of concern.   
2.3 Information Privacy in Health Informatics 
In the Health Informatics literature, the need to address information privacy prior to eHR implementa-
tion has been stressed (Rothstein, 2007). A number of studies have found that citizens consistently 
express high privacy concerns regarding their health data (Chhanabhai, and Holt, 2007; Goodwin et al. 
2002; Flynn et al. 2002). The existing literature in this domain examining information privacy and 
eHRs illustrates the relevance of information privacy. However, there are some notable weaknesses in 
the approach used to examine information privacy. For example, a systematic review of studies exam-
ining information privacy and eHRs revealed that all 21 studies failed to adequately distinguish be-
tween privacy and security concerns (Shaw et al. 2011). While security relates to the technical 
measures in place to protect data in eHRs (King et al. 2012), privacy pertains to individuals’ desire to 
control the use of this data. This weakness obfuscates our understanding of the role of privacy in this 
context. Another related weakness is the examination of information privacy concerns as a one-
dimensional construct, often using a single item. This approach contrasts with the considerable evi-
dence supporting the multidimensionality of the information privacy construct (Hong and Thong, 
2013) and fails to provide insight into the interrelationships between the dimensions of information 
privacy concern and antecedents or outcomes.  
Due to the nascence of mHealth technologies, citizens’ HIPC have received limited attention in the 
literature. As noted, Li et al. (2014) found that HIPC significantly reduced citizens’ intention to adopt 
PHRs. The authors called for future research to investigate privacy and mHealth technologies. A sys-
tematic review of studies examining mHealth applications yielded 14 patient focused studies, all of 
which focused on usability and health outcomes associated with the applications as opposed to priva-
cy, but the authors of the review stressed the need for future research to examine citizens’ HIPC (Mosa 
et al. 2012). This assertion is shared by others (Connelly et al. 2006; Whittaker, 2012). It can be ar-
gued that existing mHealth applications fail to address privacy, as a study of 600 mHealth applications 
found that none on these applications informed users of how their data was used (Eng and Lee, 2013). 
Due to the weaknesses inherent in information privacy studies regarding eHRs and the paucity of stud-
ies centred on different mHealth technologies, future research can greatly improve our limited under-
standing of the role information privacy plays in this context.  
3 HIPC Framework 
In line with the need for comprehensive studies, this paper follows the APCO framework to develop 
the approach to examine citizens’ health information privacy concerns and how they influence ac-
ceptance and adoption of health ICTs outlined below in Figure 1. Additional support for the examina-
tion of Antecedents → Privacy Concerns → Outcomes is provided by the Theory of Reasoned Action 
(TRA) which posits that human behavioural decisions are explained as follows: Beliefs→ Attitudes→ 
Intention→ Actual Behaviour (Azjen and Fishbein, 1977). Based on TRA, antecedents on the left of 
the framework below refer to individuals’ beliefs and perceptions that are likely to influence their 
HIPC. In the centre, HIPC or attitudes in TRA are described as individuals’ concerns regarding the 
collection, use and dissemination of their personal health information by different healthcare entities 
(Angst and Agarwal, 2009). On the right, outcomes or intention in TRA relate to individuals’ ac-
ceptance of eHRs and intention to adopt mHealth technologies. The reasoning behind the inclusion of 
each of the factors in the framework is discussed in the following sections. 
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Figure 1.  Research Framework for examining citizens’ HIPC  
4 Antecedents 
The information privacy literature is replete with studies examining context-specific antecedents. Fol-
lowing an extensive review of the literature, Li (2011) categorized all antecedents. Based on Li’s work 
and a review of the health informatics literature, a number of potential antecedents to citizens’ HIPC 
are presented. It is acknowledged that this list may not be comprehensive, but it provides an initial at-
tempt to encompass both information privacy and health informatics literature regarding antecedents.  
4.1 Individual Characteristics 
Few studies have explored demographic variables in the context of citizens’ HIPC. However, in the 
existing literature both gender and age have been shown to exert an influence. With regards to age, 
older individuals have been found to express higher privacy concerns (King et al. 2012; Laric et al. 
2009). Females have also been found to express higher concerns regarding their health data (Laric et 
al. 2009). On the basis of these findings, the following hypotheses are proposed: 
H1: Age will positively impact HIPC. 
H2: Females will express higher HIPC than males. 
Additional demographic variables such as education and income have been examined in other privacy 
contexts with mixed results. Education was found to have an insignificant influence on individuals’ 
personal information privacy concerns by Zhang et al. (2002) and Chen et al. (2001), but was signifi-
cant in a study by Phelps, Nowak and Farrell (2000) who found that college graduates expressed the 
lowest level of concern. Similarly, income was insignificant in two studies (Phelps, Nowak and Farrell 
2000; Chen et al. 2001). However, one study found that income was insignificant among US respond-
ents but significant among Chinese respondents (Zhang et al. 2002). The role of education and income 
on HIPC can be tested. However, no specific hypotheses are presented at this time. 
Many argue that health status influences individuals’ HIPC. However, the direction and nature of this 
influence is uncertain. Some argue that individuals with health conditions will be less concerned about 
privacy, due to the benefits they can gain from physician and personal use of health ICTs (Angst & 
Agarwal, 2009). In support of this, a recent study found that respondents with chronic illnesses are 
more willing to share health data (Lafky and Horan, 2011). Some findings refute this argument, show-
ing that certain illnesses, especially those surrounded by stigma such as HIV, increase HIPC (Flynn et 
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al. 2003; van Heerden et al. 2013). Therefore, it is argued that chronic illnesses and sensitive illnesses 
will influence HIPC in different ways. To test this assertion, the following hypothesis is proposed: 
H3: Individuals with chronic conditions will express lower HIPC than those with sensitive conditions. 
Individuals with sensitive health conditions such as HIV or mental health conditions may have experi-
enced stigmatization or negative differential treatment in the past. It can be argued that previous stig-
matization due to health condition will increase individuals’ privacy concern regarding this infor-
mation. While this has not yet been examined, calls have been made for future studies to investigate 
the influence of stigmatization (Shaw et al. 2011). Thus the following hypothesis is proposed: 
H4: Experience of past stigmatization due to health condition will be positively related to HIPC. 
4.2 Individual Perceptions 
This section discusses a number of possible antecedents related to individuals’ perceptions of 
knowledge, sensitivity, and personal experience. The first is perceived sensitivity of health infor-
mation. It has been found that the perception of how sensitive different types of information are varies 
from one individual to another.  For example, a recent study found that individuals were less willing to 
share information in eHRs that they deemed sensitive. This included information pertaining to genet-
ics, mental health, reproductive health, and substance abuse (Caine and Hanania, 2013). With regards 
to the relationship between perceived information sensitivity and HIPC, Bansal et al. (2010) found that 
perceived information sensitivity increased individuals’ HIPC. It is thus hypothesised: 
H5: Perception of health information sensitivity will positively influence HIPC.  
Awareness of privacy related media coverage has been found to impact individuals’ information pri-
vacy concerns (Smith et al. 1996). This is relevant due to the volume of media coverage surrounding 
health ICTs and privacy. For example, eHR implementation in England was met with heavy media 
criticism regarding privacy, this impacted implementation in Wales where a comprehensive eHR was 
rejected and replaced with a summary record (Greenhalgh et al. 2012). It is thus argued that individu-
als who are aware of media coverage regarding privacy issues and health information will be more 
concerned for the privacy of their personal health data. The following hypothesis tests this assertion:  
H6: Awareness of health privacy related media coverage will positively influence HIPC. 
It is claimed that individuals who perceive they have experienced past privacy breaches are more like-
ly to express higher information privacy concerns. This assertion has been widely supported across 
contexts including health, with a recent study finding past privacy breaches significantly increased 
health information privacy concern (Bansal et al. 2010). Thus it is hypothesized: 
H7: Experience of previous privacy breaches will positively impact HIPC. 
4.3 Individual Beliefs 
There are a number of individual beliefs that may impact HIPC. The first relates to individuals’ trust 
beliefs which have been found to reduce information privacy concern in a number of contexts. In the 
context of internet privacy concerns, Hong and Thong (2013) found that trust in technology vendors 
had a negative impact on individuals’ information privacy concern. The relationship between trust and 
privacy concern has not been explored in the context of citizens’ HIPC. Based on the findings of other 
contexts, the following hypothesis is presented: 
H8a: Trust in health technology vendors will have a negative influence on HIPC. 
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In addition to health technology vendors, it is argued that trust in health professionals is of the utmost 
importance in this context. Despite a lack of empirical investigation, Rahim et al. (2013) assert that 
trust in health professionals would reduce privacy concerns. The following hypothesis is presented: 
H8b: Trust in health professionals will have a negative influence on HIPC. 
Risk beliefs relate to individuals’ beliefs regarding the risks associated with providing a certain party 
with their personal information. Risk beliefs have been found to increase information privacy concerns 
in internet-based contexts (Hong and Thong, 2013; Malhotra et al. 2004), but are yet to be examined in 
terms of their influence on HIPC. Similar to the role of trust beliefs, risk can be discussed in terms of 
the risks associated with providing health information to health technology vendors and to health pro-
fessionals. Based on the role of risk in other contexts, the following hypotheses are presented: 
H9a: Risk beliefs associated with health technology vendors will positively impact HIPC. 
H9b: Risk beliefs associated with health professionals will positively impact HIPC. 
Trust beliefs have been found to reduce risk beliefs in various contexts including health, with a recent 
study finding trust in health technology vendors reduced risk beliefs associated with these vendors (Li 
et al. 2014). To test the relation between trust and risk, the following hypotheses are presented: 
H10a: Trust in health technology vendors will have a negative influence on risk beliefs regarding 
these vendors. 
H10b: Trust in health professionals will have a negative influence on risk beliefs regarding health pro-
fessionals. 
5 Information Privacy Concerns 
The central component of the APCO framework is information privacy concerns. As noted, privacy 
concern is rarely measured in Health Informatics using a validated measure. However the innumerable 
information privacy studies in other disciplines has led to the emergence of a large number of privacy 
concern measures. Among these measures there is a high degree of overlap in terms of dimensions 
measured. The most popular dimensions examined in past literature are collection, unauthorized sec-
ondary use, improper access, errors, control, and awareness (Hong and Thong, 2013). Each dimension 
is now outlined in terms of its relevance to privacy in the health context. 
5.1 Collection 
The collection dimension relates to individuals’ concern regarding an organization’s collection and 
storage of a great deal of their personal information (Smith et al. 1996). In the context of health infor-
mation, collection relates to an individual’s concern regarding the collection and storage of health in-
formation by healthcare entities (Angst and Agarwal, 2009). Due to the sensitive nature of health in-
formation, it can be posited that individuals will be concerned by the collection of large volumes of 
their health data and the permanency of storing this data in health ICTs. 
5.2 Unauthorized Secondary Use 
Unauthorized secondary use of one’s information occurs when information is collected for one pur-
pose and subsequently used for a secondary purpose without obtaining permission (Smith et al. 1996). 
There are many uses for health data such as diagnosing patients, treating patients, conducting health 
research, and non-health related purposes such as marketing and media usage (Järvinen, 2009). It is 
also highlighted that individuals aren’t aware of how many organizations view their health data 
(Angst, 2006).  For example, organizations with access to data in mHealth applications include wire-
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less carriers, phone manufacturers, and application developers (Eng and Lee, 2013). Due to the num-
ber of parties accessing health data and the myriad of potential uses, it is argued that unauthorized sec-
ondary use is relevant to examining citizens’ HIPC. 
5.3 Improper Access 
This dimension relates to individuals’ concern that an organization does not have the measures in 
place to prevent unauthorized individuals from accessing their personal information (Smith et al. 
1996). Numerous studies have found that citizens are worried about improper access to their health 
information by hackers (Chhanabhai and Holt, 2007), malicious employees (Powell et al. 2007), legal 
and insurance companies (Pyper et al. 2008). Furthermore, individuals express high levels of concern 
regarding the repercussions of improper access, such as possible stigmatization (Flynn et al. 2003). It 
is thus argued that individuals will express concerns regarding improper access to their health data.  
5.4  Errors 
The errors dimension relates to individuals’ concern that an organization does not have the measures 
in place to prevent against errors in the data (Smith et al. 1996). Approximately 65% of respondents in 
a US study believed that digitizing health data would result in more errors (Westin, 2005). In another 
study, 32% of individuals found errors in their health data stored in eHRs (Powell et al. 2007). It is 
thus argued that individuals will express concerns over potential errors in their health data. 
5.5 Control 
This dimension relates to individuals’ concern regarding the lack of control they have over their data 
(Malhotra et al. 2004). Individuals value control, as shown in a recent study with all respondents ex-
pressing a desire to control what health professionals could access what health data (Caine and Hana-
nia, 2013). Furthermore when eHR systems don’t offer individuals some control, they express higher 
privacy concerns (Li and Slee, 2014). Thus, it is argued if individuals feel they lack control over their 
health data in eHRs and mHealth technologies, they will express higher HIPC. 
5.6 Awareness 
This dimension relates to an individual’s concern regarding their lack of awareness of how an organi-
zation uses and protects the privacy of their data (Malhotra et al. 2004). The lack of awareness patients 
have regarding how their health data is used has been repeatedly highlighted (Angst, 2006; Goodwin 
et al. 2002). The link between this lack of awareness and privacy concern was shown in a study where 
a large majority of respondents were unaware that their health data was stored in eHRs and when they 
were informed expressed high privacy concerns (Chhanabhai and Holt, 2007). Thus, it is argued that 
awareness is relevant to examining citizens’ health information privacy concerns.  
5.7 Measuring HIPC  
Based on this discussion, it is argued that these six dimensions are relevant to examining citizens’ 
HIPC. The Internet Privacy Concern measure (IPC) was developed by Hong and Thong in 2013 based 
on the two most popular measures of privacy concern; Concern for Information Privacy (CFIP) and 
Internet Users’ Information Privacy Concerns (IUIPC). The IPC measure consists of a third-order gen-
eral factor representing privacy concern, two second-order factors of interaction management, and in-
formation management, and six first-order factors (the dimensions discussed above) (Hong and Thong, 
2013). While the IPC has not yet been applied to the health context, four of the six first-order factors 
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(collection, unauthorized secondary use, improper access and errors) were successfully applied to a 
study of privacy concern regarding eHRs (Angst and Agarwal, 2009). The relevance of the two re-
maining dimensions of awareness and control is argued in this paper. Further support for the use of the 
IPC in this context is offered due to its applicability to specific contexts within a nomological model to 
examine all elements of information privacy (Hong and Thong, 2013). It is thus argued that IPC is an 
appropriate measure to examine citizens’ HIPC within the APCO framework. 
6 Outcomes 
In order to illustrate the importance of understanding privacy, the outcomes of information privacy 
concerns must be measured. This paper focuses on the influence of HIPC on two outcomes related to 
technology adoption. The first relates to citizens’ acceptance of eHRs introduced by health profession-
als, and the second relates to individuals’ intention to adopt mHealth technologies such as PHRs and 
mHealth applications. These outcomes can be examined using a validated technology adoption model. 
To date, the Unified Theory of Acceptance and Use of Technology (UTAUT) and Technology Ac-
ceptance Model (TAM) have been applied in a small number of studies examining citizens’ ac-
ceptance of various health ICTs (Bidmon et al. 2014; Hennington, and Janz, 2007; Klein, 2007). None 
of these studies focused on privacy, but calls have been made to utilize technology adoption models 
when investigating the impact of privacy on the adoption of health ICTs (Angst and Agarwal, 2009). 
Additionally, studies have shown that HIPC negatively impacts intention to use PHRs and participate 
in virtual health communities; although neither of these studies utilized a validated technology adop-
tion model (Li et al. 2014; Kordzadeh and Warren, 2014). While deciding on the appropriate technol-
ogy adoption model is beyond the scope of this paper, the following broad hypotheses are presented: 
H11a: HIPC will negatively impact individuals’ acceptance of eHRs. 
H11b: HIPC will negatively influence individuals’ intention to adopt mHealth technologies. 
7 Methodology: Testing the HIPC Framework 
The framework for examining citizens’ HIPC presented in Figure 1 will be tested in an upcoming Irish 
study. The first stage of the study will be a survey. To explore the relationships hypothesised in this 
paper, the IPC measure will be adapted to examine health information privacy concern. The impact of 
each antecedent outlined in this paper on the third-order general factor of HIPC will be investigated. 
Lastly the influence of citizens’ HIPC on their acceptance of eHRs and their intention to use mHealth 
technologies will be examined. Due to the embryonic nature of this research area, follow-up inter-
views will also be conducted. These interviews aim to: gain a greater understanding of the dimensions 
of HIPC, achieve a deeper insight into antecedents, identify any possible additional antecedents, delve 
further into the relationship between HIPC and citizens’ acceptance and adoption of health ICTs, and 
identify any conditions individuals might express prior to accepting or adopting these technologies. 
8 Conclusion 
It is widely accepted that both eHRs and mHealth technologies have great potential to advance 
healthcare. However, citizens’ HIPC represent a barrier to the successful implementation of these 
technologies. Our knowledge of the role of citizens’ HIPC is extremely limited at present, due pre-
dominately to a lack of comprehensive studies. This paper introduces a citizen-centric approach to ex-
amine the role of HIPC, by presenting a framework to study the antecedents, privacy concerns, and 
outcomes. It is acknowledged that other factors may be influential, but it is maintained that the frame-
work presented above represents a strong starting point. The results from this study can contribute to 
our understanding of citizens’ HIPC and identify possible avenues for future research. 
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